Node-RED + PLC + HiveMQ + Kafka Integration:
Full Setup Guide

@ Prerequisites (Software Needed)

1. Node-RED
o InMaHed\dalunn:npm install -g --unsafe-perm node-red
2. MQTT Broker
o Use HiveMQ Cloud
o For HiveMQ Cloud: Create an account — get broker URL, port,
username/password
3. PLC Software / Ethernet-1P
o PLC must support Ethernet/IP (e.g., Allen Bradley CompactLogix)
o [P address of PLC must be known (e.g., 192.168.1.60)
4. Optional: Kafka
o Local or remote Kafka broker running on port (e.g., 9092)
e} Ensuﬁikafka—console—producerandkafka—console—consumerZﬁe
working

@ M Step-by-Step Instructions
R Jnstall Node-RED

Open terminal or CMD:
bash

CopyEdit
npm install -g --unsafe-perm node-red

B $tart Node-RED

bash
CopyEdit
node-red

e Open browser: http://127.0.0.1:1880

\ Configure Nodes in Node-RED (Based on your screenshots)
&2 [1] ETH-IP Node (PLC)

e Add eth-ip in node (Install from "Manage Palette" if not available)
e SetPLCIP:192.168.1.60
e Mode: All Tags



e Tags:

css
CopyEdit
Date Time[0] to Date Time[5] (all type DINT)

¢) [2] Delay Node

o Set to limit to 1 message/minute to avoid flooding:
o Mode: Rate Limit
o Messages: 1 msg/min

[3] Function Node (Optional for transformation)

Example function code:

Js

CopyEdit

msg.payload = {
tag0: msg.payload["Date Time[O0]"]
tagl: msg.payload["Date Time[1]"]
tag2: msg.payload["Date Time[2]"]

~ 0~

}s

return msg;

& [4] MQTT Out Node (to HiveMQ)

e Server: Create new — set broker like broker.hivemq.com or HiveMQ Cloud
e Topic: PLC
e QoS: 1 (recommended)

@ HiveMQ Cloud Setup
If using HiveMQ Cloud:

1. Register: https://www.hivemq.com/cloud/
2. Create a broker instance
3. Note:

o Host URL

o Port (e.g., 8883 for TLS)

o Username/password

] Kafka Integration (Optional)

e Add Kafka Producer node from palette manager
e Server: localhost:9092 or actual Kafka server IP
e Topic: plc-data



@ How to Install Missing Nodes

1. Click top-right menu = — Manage Palette
2. Go to Install tab
o Search:

= node-red-contrib-eth-ip for PLC
" node-red-contrib-mgtt-broker
® node-red-contrib-kafka

ﬁ Testing

e Deploy the flow
e View Debug output (right panel)
e Confirm PLC values flow to MQTT — Katka or HiveMQ

Summary

Task Tool or Config
Node-RED Platform node-red
PLC Comm (ETH/IP) eth-ip innode with IP 192.168.1.60
Rate Limiting delay node - 1 msg/min
MQTT Publishing  mgtt out node with HiveMQ topic pPLC
Optional Katka Push Kafka Producer Node
HiveMQ Dashboard Shows MQTT messages live
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a Flow 1 Edit eth-ip in node

 Properties

complete () Mode
[ am
s

y PLC
linkin () /— @ connected

fimit 1 msg/m

Alltags

@ Name

link call

link out |

function 1
comment | \
‘nodered-client

~ function

function

switch

change

Q range.

template

delay O
tigger 0
fiter O

D Q 8 | O Enabled

§PLC 192.168.1.60:0

Date T4
me[3]" 114,

[0]":2025,"D:
ate_Tine[4]"

712212025, 22552 PM. node: debug 1

d  sting[10)

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date
me[3]":14, "Date_Time[4]":25, "Date_Time[5]

Time[2]":

712212025, 2:26'52 PM. node: debug 1

msg payload - sting(110]

Date_Time[0]":2025, "Date_Time[1]":7,

{ te_Time[2]":22,
me[3]":14, "Date_Time[4]":26, "Date_Time[5]":53}"

025, 22752 PM_ node: debug 1

al10)

Date_Time[0]":2025, "Date_Time[1]":7,"
me[3]"714, "Date_Time[4]":27, "Date_Time[5]":53}"

712212025, 2:26:52 PM. node: debug 1

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date
-

Tine[2]":22, "Date
me[3]"714, "Date_Tine[4]":25, "Date_Time| 3

025, 22952 PM_ node: debug 1

msg payload 110

{"Date_Time[0]":2025, "Date_Time[1]":7,"Date_Time[2]":22,"Dat
me[3]"714, "Date_Time[4]":29, "Date_Time[5]":53}"

025, 2:30:52PM _ node: debug 1
msg payload :sting( 110

_Time[2]":22,
e

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date,
me[3]"714, "Date_Time[4]":30, "Date_Time[

025, 2:31:52PM  node: debug 1

msg payload :sting(110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_]
me[3]"714, "Date_Time[4]":31, "Date_Time[5]"

# debug i 8 = & =

{"Date_Tine[0]":2025, "Date_Tine[1]":7,"Da
me[3]" 14, "Date_Time[4]":25, "Date_Time[5]":53}

26:52PM  node: debug 1

d- sting[ 110
Time[@]":2025,"Date_Time[1]":7,"Date_Tine[2]"
114, "Date_Time[4]":26, "Date_Time[5]":53}"
227:52PM  node: debug 1
- sting[ 110
{"Date_Time[@]":2025,"Date_Time[1]":7,"Date_Time[2]":

me[3]":14, "Date_Time[4]":27, "Date_Time[5]":53

226:52PM  node: debug 1

msg payload :sting{110]

{"Date_Time[0]":2025, "Date_Tine[1]":7, "Date_Time[2]":22, "Date_
me[3]"714, "Date_Time[4]":28, "Date_Time[5]"

712272025, 2:29:52 PM. node: debug 1
msg payload :sting(110)

{"Date_Tine[0]":2025, "Date_Time[1]":7, "Date_Time[2]":22, "Dat;
me[3]"114, "Date_Time[4]":29,"Date_Time[5]":53}"

230:52PM node: debug 1

sting[110]

{"Date_Tine[0]":2025, "Date_Tine[1]":7, "Date_Time[2]":22, "Date
me[3]"714, "Date_Time[4]":30, "Date_Time[5]":53}"

2212025, 23152 PM _ node: debug 1

st

Time[0]":2025, "Date_Time[1]":7,"Date_Tine[2]"
114,"Date_Time[4]":31,"Date_Time[5]":53}"

23252PM  node: debug 1
- sting[ 110

Time[0]":2025,"D:
14,"Date_Time[4]

te,

. Time[1]"
2, "Date_Tine[5

:22,"Date,

1
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Edit ethip in node > Edit eth-ip endpoint node

Delete

% Properties.

Connection Tags

¢ debug B

{"Date_Time[0]":2025, "Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"14, "Date_Tine[4]":25, "Date_Time[5]":53}"

712212025, 2.26:52PM node: debug 1
msg.payioad :sting(110]

{"Date_Time[0]":2025, "Date_Time[1]"
ne[3] 18, Date. Tine{4]"135, Date. Hme[s]' ss}"

ime[2]":22, "Date_Ti

025, "D:

e_Tine[1]":7,"Date_Time[2]":22, "Date_Ti
me[3]"714, "Date_Tine[4]":27, "Date_Time[5]":53}"

{"Date_Tine[0]":2025, "Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti

Tag lst
~ v <Global> ‘
‘Dale_‘l'lme[ﬂ] H DINT v‘ x| 71222025, 22752 PM. node: debug 1
= ‘Dalej'lme[ﬂ H DINT v‘ [x] .
= [Dmejlmetzl H DINT vl x| {"Date_Time[0]"
lDale_‘ﬁme[ﬁ] H DINT v] x| 712012025, 22852 M node: debug 1
= ‘Dalej’lme(d] H DINT v‘ [x] s s
= ‘Dalej'lme[ﬁ] H DINT v‘ \L‘

Edit delay node.

= Action Rate Limit v

me[3]"714,"Date_Tine[4]":25, "Date_Tine[5]":53}"
712212025, 2:29/52 P node: debug 1

msg payioad :sting(110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":25, Date_Tine[5]":53}"

712212025, 2:30/52 PM. node: debug 1
msg payioad :sting(110]

{"Date_Time[@]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]7714, "Date_Tine[4]":30, "Date_Tine[5]":53}"

712212025, 2:31:52 PM._ node: debug 1
msg payioad :sting(110]
{"Date_Time[@]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":31, "Date_Tine[5]":53}"

712212025, 2:32:52 M node: debug 1

msg payioad :sting(110] I

{"Dats 25, "Date_Time

: 1" ine[2]":22, "Date_Ti
nel3] 18, Date. Tinea] 152, Date TLme[s]"-Ss}‘

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":26, "Date_Tine[5]":53}"

712212025, 227:52 P, node: debug 1

All messages v

O allow msg rate (in ms) to override rate

ORate E‘ msg(s) per II]

‘ Drop intermediate messages

4

® Name [ Name

I

{"Date_Time[6]":2025,"Date_Time[1]":7,"Date_Time[2]":22, "Date_Ti
me[3]":14, "Date_Time[4]":27, "Date_Time[5]":53}"

712212025, 22652 M node: debug 1

msg payload :sting{110]

{"Date_Time[6]":2025, "Date_Time[1]" te_Time[2]":22,"Date_Ti
ne[3] 18, Date. Tine{4]125, Oate_Tine(51" 153}

712212025, 22952 M node: debug 1
msg payload :sting{110]

{CDate Tine[0]":2025, Date_Tine[1)" 7, "Oate Tine(2]":22, "Date TS
me[3]"714, "Date_Time[4]":25, "Date_Tine[5]":53}"

712212025, 230:52PM  node: debug 1

msg payload :stina{110]

{"Date_Time[0]":2025, "Date_Time[1]":7,"Date_ n.-e[zr 22,"Date_Ti
me[3]":14, "Date_Time[4]":30, "Date_Tine[5]":

712212025, 231:52PM  node: debug 1

msg payload - stina{110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":31, "Date_Tine[5]":53}"

712212025, 2:32:52 PM. node: debug 1
msg payload :sting(110]

{"Date_Time[6]":2025,"Date_Time[1]":7,"Date_Time[2]":22, "Date_Ti
me[3]":14, "Date_Time[4]":32, "Date_Time[5]":53}"
7172212025, 23352 M node: debug 1

msg payload :sting(110] I

{"Date_Time[6]":2025, "Date_Time[1]" e_Time[2]":22,"Date_Ti
me[3]":14, "Date_Tine[4]":33, "Date, Hme[s]“ 531"
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{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":26, "Date_Time[5]":53}"

712212025, 227:52 P node: debug 1

“Tip: Leave topic, os or retain blank if you want to set them via msg
properties.

|8/ Enabis |

Edit mtt out node > Edit mqtt-broker node

 Properties

{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":27, "Date_Time[5]":53}"

712212025, 228:52 P node: debug 1
msg payload :sting[110]

{"Date_Time[0]":2025,"Date. Y).e[l] "Date_Time[2]":22,"Date_Ti
me[3]"714, "Date_Time[4]":28, "Date_Time[5]":53}"

712212025, 229'52 P node: debug 1
msgpayload :sting[110]

{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":25, "Date_Time[5]":53}"

712212025, 2:30:52 P node: debug 1
msg payload :sting[110]
{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":30, "Date_Time[5]":53}"

712212025, 2:31:52 P node: debug 1
msgpayload :sting[110]
{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":31, "Date_Time[5]":53}"

712212025, 2:32:52 PM_ node: debug 1
msg payload :sting[110]
{"Date_Time[0]":2025,"Date_Tine[1]":7,"Date_Tine[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":32, "Date_Time[5]":53}"

712212025, 23352 PM_ node: debug 1
msg payload :sting[110]

{"Date.
me[3]

Time[0]":2025,"Date_Tine[1]":7,"Date_Time[2]":22,"Date_Ti
4,"Date_Tine[4]":33, "Date_Time[5]":53}"

o g sx 88
s

2025, "Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
Time[4]":27,"Date_Time[5]":53)"

{"Date_Time[0]":

node: debug 1

2025, "Date_Tine[1]":7,"Date_Time[2]":22,"Date_Ti
Time[4]":28, "Date_Time[5]":53}"

{"Date_Time[@]":2025,"Date_Time[1]":7, "Date_Time[2]":22,"Date_Ti
me[3]":14, "Date_Tine[4]":29, "Date_Tine[5]":53}"

:_Time[1]":7,"Date YLl:[Z]" 22,"Date_Ti
me[3]"714, "Date_Time[4]":30, "Date_Tine[5]":

me[3]"714, "Date_
@ Name Hive | 1222025, 22852 P
J Connection ‘ ‘ Securty ‘ ‘ Messages ‘ -
{"0ate_Time[0]":
Q@ sener 9b4401ea5Cdd4690000acO51116344ae 5.1, 8883 ‘ el Tonte
- 7222025, 225:52 M. node: debug 1
Connect automatically mag payioad sting110]
G UseTLs I TLS configuration v‘ s |+
@Poiocel | MGTTVS11 v s 23052 s v
Clentd | node-red-cientt | -
{"0ate_Tine[0]" 12025, "Dat.
LKeepAlve | 180 |
71222025, 23152 M. e cebug 1
isesson [ Use clean session msg payiosd  sting(10]

[)Automatically unsubscribe when disconnecting

DM

{"Date_Time[0]":2025,"Date Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Tine[4]":31, "Date_Tine[5]":53}"

712212025, 2:32:52 P node: debug 1
msg.payload :sting[110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Tine[4]":32, "Date_Tine[5]":53}"

712212025, 2:33:52 PM. node: debug 1
msg payload :sting(110]
{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Tine[4]":33, "Date_Tine[5]":53}"

712272025, 2:34:52 PM. node: debug 1

msg payload :sting(110]

{"Date_Time[6]":2025,"Date_Time[1]"+ e _Time[2]":22,"Date_Ti
me[3]"714, "Date_Time[4]":33, "Date_Tine[5]":54}"

| Onall flows v

«
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Edit function node.

 Properties

® Name function 1

LN T

== sx 88

{Coste ine[o]" 2025, 0ste Tine[1]":7, "Date Tiae(2]" 22, Date TS
e[3]"714, "Date_Time[4]":27, "Date_Tine[5]":53}"

712212025, 228'52 PM. node: debug 1

# Setup on Start On Message On Stop

.payload = JSON.stringify(msg.payload);
nsg;

{"Date_Time[6]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14, "Date_Tine[4]":28, "Date_Tine[5]":53}"

712212025, 229'52 P node: debug 1
msg payload :sting(110]

{"Date_Time[0]":2025, "Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714, "Date_Tine[4]":29, "Date_Tine[5]":53}"
712212025, 230:52PM node: debug 1

msg payload :stina{110]

( Date_Time[0]":2025,"Date_Time[1]":7,"Date, n.-e[z]~ 22,"ate_Ti
me[3]"714,"Date_Time[4]":30, "Date_Tine[5]":

712212025, 2:31:52 PM. node: debug 1
msgpayload :sting(110]

{"Date_Tine| 025, "Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]7714, "Date_Time[4]":31, "Date_Tine[5]":53}"

712212025, 2:32:52 PM. node: debug 1
msg payload :sting(110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Time[4]":32, "Date_Tine[5]":53}"

712212025, 23352 PM. node: debug 1
msg.payioad :sting(110]

{"Date_Time[6]":2025, "Date_Time[1]" e_Time[2]":22,"Date_Ti
me[3]":14, "Date_Tine[4]":33, "Date, Hme[s]“ 531"

712212025, 23452 PM._node: debug 1
msg payload :sting(110] I

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":34, "Date_Time[5]":54}"
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Edit kafka-producer node

Delete Cancel
R BN OIS

)

« Name [ noderea-cient

= Broker Katka v
 Topic [ pLC

% Require Ack l 1

® Ack Timeout

() 100

W Attributes | No compression v

[ @]/ 0 Enabled

 debug

Tallnodes ~| | @all ~|

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":28, "Date_Tine[5]":53}"

712212025, 229'52 PM. node: debug 1
msg payload :sting(110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]":14,"Date_Tine[4]":29, "Date_Tine[5]":53}"

712212025, 2:30:52 PM. node: debug 1
msg.payload :sting(110]

{"Date_Time[6]":2025, "Date_Time[1]" < Time[2]":22,"Date_Ti
me[3]":14, "Date_Tine[4]":30, "Date, Ylme[s]“ 531"

712212025, 231:52 P, node: debug 1
msg payload :sting{110]

{"Date_Time[0]":2025,"Date_Time| te_Time[2]":22,"Date_Ti
me[3]"714,"Date_Time[4]":31, "Date. Ylme[sl' 533"

772212025, 2:32:52 P node: debug 1
msg payload :sting{110]

( Date_Tine[0]":2025, "Date_Tine[1]":7, "Date u-=[z]~ 22,"Date_Ti
ael3] 16, Dote Tinea] 155, Date Tine(s] "

772212025, 2:33/52 P node: debug 1
msgpayload :sting{110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Tine[4]":33, Date_Tine[5]":53}"

712212025, 2:34'52 PM. node: debug 1
msg.payload :sting[110]

{"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22,"Date_Ti
me[3]"714,"Date_Tine[4]":33, "Date_Tine[5]":54)"
772212025, 2:35:52 PM. node: debug 1
msg payload :sting(110]

{"Date_Time[0]"
me[3]"714, "Date_Tine[4]":35, "

,"Date_Time[2]":22, "Date_Ti I

te_Tine(s]"154)"
=
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a nod Flow 1 it kafka-producer node > Edit kafka-broker node J* debug i 8 & o
~ common Delete Cancel Update Yallnodes ~| | Ball ~
E e  Properties @ B | {"Dste Tine[0]":2025, Date_Time[1]":7,"Date_Tine[2]":22,"Dste Ti
21| me[3]7:14,"Date_Tine[4]":28, "Date_Tine[5]":53}"
4 msg payload  sting[110
complete () @ Hosts 192.168.194.109:9092 .

{"Date_Tine[0]":2025, "Date_Tine[1]":7, "Date_Time[2]":22, "Date_Ti
o= Dusers ey
e ® onine - 71222025, 230:52 P nade:cetug 1

. PLC msg.payload : string[110]
7 ki & ® connected ‘
L y limit 1 msg/m {"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Time[2]":22, "Date_Ti
R me[3]" 114, "Date_Tine[4]":38, "Date_Tine[5]":53)"
Ty .

71222025, 23152 PM. node: debug 1
o A |
& kon || F———

[ comment | SEctonld {"Date_Time[@]":2025,"Date_Time[1]":7, "Date_Time[2]":22, "Date_Ti
Bl T ) me[3]"714, "Date_Tine[4]":31, "Date_Tine[5]":53)"
nodered-client
:] 71222025, 232:52 PM. node: debug 1
~ function de msg payioad  sting[110
§ funclon 01 {"Date_Tine[0]":2025, "Date_Tine[1]":7,"Date_Time[2]":22, "Date_Ti
me[3]"114, "Date_Tine[4]":32, "Date_Tine[5]":53}"
Hﬁ swith () 772212025, 2:33:52 PM._ node: debug 1
B msg payload: sting[110)
G e .
B {"Date_Tine[0]":2025, "Dste_Tine[1]":7, "Date_Time[2]":22, "Date_Ti
g range 0 me[3]" 114, "Date_Tine[4]":33, "Date_Tine[5]":53)"
712212025, 23452 PM. node: debug 1
msg payioad  sting[110]
Tine[0]":2025, "Date_Tine[1]":7,"Date_Tine[2]":22, "Date_Ti
4, "Date_Time[4]":34, "Date_Tine[5]":54)"
712212025, 23552 PM. node: debug 1
msg payoas - srng(10
|| {"Date_Tine[0]":2025, "Date_Tine[1]":7,"Date_Time[2]":22, "Date_Ti
me[3]"114, "Date_Tine[4]":35, "Date_Tine[5]":54}"
alv]| [a] | 8| O Enabled | &1 On all flows v
v ® Kafka Remote Consumer Setup X | € Ulfor Apache Kaka X @ Cusies x 8 x
« c console hivemq.cloud @
6*3 HiveMQ Cloud Q Search in documentation ® ©
L
'ORGANIZATIONS
svipsoanii v 2 YOUr Clusters Create New ciuster | IEREEEEE
CLUSTERS OVERVIEW + Serverless m
FREE
Free #1
URL
9bd4d1ea5cdd4690b0dacos511f6344ae.s1.eu.hivemq.cloud
Port (TLS) Started
8883 2025-07-17T13:36:59Z
Manage Cluster

& Documentation o



v @ Kefka Remote Consumer Setup

<« c

@ HiveMQ Cloud
-

ORGANIZATIONS

Jaydip's organi; v

CLUSTERS OVERVIEW

Free #1

& Documentation &

v @ Kafka Remote Co

« c

X | © Ulfor Apache Kafka @® HiveMQ Cloud x  +
le.hi loud/cluste 1 11f6344ae
2% Free #1
Overview  Access Management Integrations ~ Web Client Getting Started
.
Connection Details
Comprehensive details and statistics for your cluster
URL
9b44d1ea5cdd4690b0d: 511f6344ae.s1.eu.hivemq.cloud
Port
8883
Websocket Port
8884
TLS MQTT URL
9b44d1eaSc 90b0dac9511f6344ae.s1.eu.hivemq.cloud:8883
TLS Websocket URL
9b44d1ea5cdd4690b0dac9511f6344ae.s1.eu.hivemq.cloud:8884/mqtt
Cluster Info
Basic cluster information
mer Setup X ® x  +

console hivema.cloud/c

Usage for This Billing Cycle

Real-time cluster statistics for your active billing period.

e/access-management

=)

=)

=)

=)

=)

Access Management g

Cluster access statistics

-

ORGANIZATIONS

Jaydip's organi; v

CLUSTERS OVERVIEW

Free #1

& Documentation &

&

+

Free #1

Overview  AccessManagement  Integrations  Web Client Getting Started

& Authentication

Credentials |

ently you ha

Fundamental

NAME

Admin

Add new credential

£ Authorization

Permissions

PERMISSION

PUBLISH_SUBSCRIBE

you

HiveMQ Cloud

Hide

MQTT ins!

earn

ACTIONS

©

This functionality is available in Cloud Starter and higher tier plans.

Compare plans

This functionality is available in Cloud Starter and higher tier plans.

Compare plans

Edit




v Kafka Remote Consumer Setup X Ul for Apache Kafka X @ HiveMQCloud x4
P P

<« c = leh loud/clusters/9b S 511f634dae/web-client

@ HiveMQ Cloud )
@

ORGANIZATIONS

Jaydip's organii v 8, Free #1

Overview  AccessManagement Integrations ~ Web Client @ Getting Started

CLUSTERS OVERVIEW  +

Free #1 @ The WebClient is connected
Messages -
Connection Settings o (Topier pLc) (aesT
Connect to your HiveMQ Cloud Cluster with your credentials. Do not HI
worry you can quickly connect with autogenerated credentials. 1 Topic: PLC QoS: 1

[5]":55}

Disconnect

Topic Subscriptions :  unsubscribe from alltopics

Subscribe to topics to receive messages from the HiveMQ cluster. You
can also set the Quality of Service (QoS) for each topic. The higher the
Qos, the more reliable the message delivery is. You can always
subscribe to the ( # ) wildcard to receive all messages.

B Documentation & Topic Name Subscribe

kafka_2.13-3.6.1.tgz software want in both pc server and client
PC1 (Kafka Server) Software
- Java 17 (e.g., Temurin)
- Apache Kafka 2.13-3.6.1 (Windows)
- ZeroTier One (Windows)
- Zookeeper (comes with Kafka)
- Kafka Ul (optional: kafka-ui-api-v0.7.2.jar)
PC1 Setup
1. Install all software
2. Join ZeroTier network and approve device in https://my.zerotier.com
3. Get IP using: zerotier-cli listnetworks
4. Modify server.properties:
broker.id=0
listeners=PLAINTEXT://0.0.0.0:9092
advertised.listeners=PLAINTEXT://<ZT_IP>:9092
zookeeper.connect=localhost:2181
5. Start Kafka:
zookeeper-server-start.bat ../../config/zookeeper.properties

kafka-server-start.bat ../../config/server.properties

{"Date_Time[®]":2025, "Date_Time[1]":7, "Date_Time[2]":22, "Date_Time[3]":15, "Date_Time[4]":15, "Date_Time

Clear all messages




6. Create topic:

kafka-topics.bat --create --topic PLC --bootstrap-server localhost:9092 --partitions 1 --replication-
factor 1

/11 = | kafka_2.13-361

Wome shre view o

« v L ThisPC 5 Software () > kafka 2.13-361

dist A Nme Date modiied Type Sze
10 tist
Kafka-ui

bin
config
@ OneDrive - Personal fibs.

licenses
© @ ThispC ogs
3 30 Objects site-docs
192168115 ucense

B Deskiop [ NoTice

) Documents

& Downloads

B Music

= Pictures

B videos

‘& Local Disk (C)

= Projects (0)

= Local )

= Software (F)

% Training Manuals (\122.168.1.253) (V)

% Running Project (\192:168,1.253) Z)
v & Network

= AOMN

= ADMINT

5 AKSHAYPC

=P

 AMITSERVER

5 backup

5 Dep-pe

H DiskStation

9 DIXTSERVER

5 JAYDIPSERVER

5 KAUSHILPC

= e

= saraL

5 saratec

= | Software (F)
Home  share  View e

© M s THPC > Software ()
dist = Name N Date modified Type Size
oLt

ks

B 2133611
tmp
B
ofta 213-361 Fie folde

@ OneDiive - Personal

5 This PC
3 30 Objects
2 192168115
I Desitop
) Documents
3 Downloads
B Music
= Pictures
B Videos
‘2 Local Disk (C)
= Projects (09
. Local €)
— Software (F)
% Training Manuals (\122.168.1.253) (V)
% Running Project (\192.166.1.253) (Z)
o Network
= aoMn
= AOMINT
 AKSHAYPC
=P
5 AMITSERVER
5 backup
1 pee-pe
5 Diskstation
5 DIKTSERVER,
5 JAVDIPSERVER
5 KAUSHILPC
=7
5 saraL
5 saratpc
5 saRo)-pC
5 TALLYSERVER
5 TESTINGPC

4items  1item selected

Folder look like this

PC2 (Kafka Client) Software
-Java 17
- Apache Kafka 2.13-3.6.1

- ZeroTier One



PC2 Setup
1. Install software
2. Join same ZeroTier network and approve device
3. Confirm IP with: zerotier-cli listnetworks
4. Test:
telnet <PC1_ZT_IP> 9092
5. Start consumer:
cd /d F:\kafka_2.13-3.6.1\bin\windows

kafka-console-consumer.bat --bootstrap-server 192.168.194.109:9092 --topic PLC --from-beginning

WS

mer . ba
onsole-consumer

p broker B B i : null) dis
on to node -1 . . ) d not be established.
p broker o s 92 (id: -1 null) dis ed
Connection to node -1 - -1 not be established.
cer 19 B B i 1 null) dis
node -1 E d not be es d. Broker
er . i null) dis
st-group] Connection to node -1 of 194. C d not be established. Broker
-group] Bootstrap broker . . ¢ null) dis ed

111, ”que Time 4] Date_Time[5
" "Date_’ T.lme t

L
L
L
L
L
I
[
I




cd /d F:\kafka_2.13-3.6.1\bin\windowszookeeper-server-start.bat ..\..\

B8 Administrator: Command

7136
ALl rights

um. Quorumi

Starting s
Serverh
07-22

7. (org.ap
zookeeper. ser

che. zookeepe!

apache
r environmen built on 2023-10-05 10:34 UTC (org

ap

cd /d F:\kafka_2.13-3.6.1\bin\windows

kafka-server-start.bat ..\..\config\server.properties

B8 Administrator: Command Prompt - kafka-server-start bat .\.\config\server.properties

ALl rights r

1\bin\windous:
THF ka.utils. LogajContr

disable client-init

1
6.1.3ar;F: \kafka_:
1ibs ect-mi

1\libs
akarta
.1.6.

viben win
Program F

tuare\Factory

brogra
1\Progra

cal\Programs\P
ram Files\GTK
environmen AppData\ \

Local

183] INFO e
03,183] INFO
103,184] INFO

184] INFO
03,184] INFO
:03,185] INFO Client environme

arch=and64 (org

config\zookeeper.properties

T
A B s

arsed;

j-e.
Libs

o.jar;F
wmons - 1.

appender

do
am



v ® KefkaRemote Consumer Setup X € Ul for Apache Kafka x4 - X
« C @ localhosts080 & % P i
Ul for Apache Kafka

Dashboard Dashboal
local «

an
1

0

@D ony offiine clusters

v @ Kafka Remote ConsumerSetup X @) Ulfor Apache Kafea x o+ - x

<« C @ localhost:8080/ui/clusters/local/all-topics/PLC/me:

tring&valueSerde=String&limit=100 &

 Produce Message

Parti Key lue Serde

Offset Allitems are selected. v String String Submit Oldest First

©  + AddFilters

7/22/2025, 12:44:49 ‘Date_Time[0]":2025,"Date_Time[1]'

7/22/2025, 12:45:49 {"Date_Time[0]":2025,"Date_Time[1]":7,"Date_Tim...
7/22/2025, 12:46:49 {"Date_Time[0]':2025,"Date_Time[1]"7,"Date_Tim.
7122/2025,12:47:49 {"Date_Time[0]':2025,"Date_Time[1]":7Date_Tim...
712212025, 1 {"Date_Time[0]':2025"Date_Time[1]":7Date_Tim...
7/22/2025, 1: {"Date_Time[0]":2025,"Date_Time[1] ‘Date_Tim...
7/22/2025, 1: ‘Date_Time[0]":2025,"Date_Time[1]' ‘Date_Tim...
7/22/2025,12:53:44 {"Date_Time[0]':2025,"Date_Time[1]"7,"Date_Tim.
7/22/2025,12:54:45 {"Date_Time[0]':2025"Date_Time[1]":7Date_Tim...
712212025, 12:55:45 {"Date_Time[0]:2025"Date _Time[1]":7Date_Tim...
712212025, 12:56:45 {"Date_Time[0]:2025"Date_Time[1]":7Date_Tim...

7122/2025, 1 5 {"Date_Time[0]":2025,"Date_Timel[1]

7/22/2025, 12:58:45 {"Date_Time[0]":2025;

Date_Time[0]"
Date_Time[0]*:2025," Date_Time[1]

7/22/2025, 13:01:45 {"Date_Time[0]':2025,"Date_Timel[1]":7/Date_Tim...




3 1+ b
« Tt » ThisPC > Software () » kafka-ui
dist o Name - Date modified
oL S
o

25 kafha-ui-apind 7 2jar
@ OneDrve - Personal

8 This PC
B 3D Objects
#192168.1.15
9 Desktop
% Documents
& Downloads
D Music
= Pictures
H Videos
‘2 Local Dk (C)
= Projects (0)
- Local (E)
- Software (F)
= Training Manuals (\192.166.1.253) ¥)
% Running Project (\192.168.1.253) Z)
o Network
B ADMIN
= aoMNT
B AKSHAYPC
= amec
B AMITSERVER
8 backup
8 DEEP-PC
5 DiskStation
B DIXITSERVER
5 JAVDIPSERVER
B KAUSHILPC
= e
I sarAL
8 saraLPC
[ SAROJ-PC
55 TALLYSERVER
[ TESTINGPC

tems 1 item selected 356 bytes

Edit  Selection Run Terminal Help
applicationyml ®

AR File

e File

Size

O Uniitied (Workspace) [Administrator]

lame:: Name your EXE (€.g, ReactorConfigApp)

« No
dependencies and
Startup will be fast.

“onefile: This torConfigApp\) with all

4. After Build

Recipe, and any other required folders/

he entire (@it

any e
« Just make sure the data folders (Batch_Doc, Recipe, etc
d path:

re also present at the

6. Summary Table

Step What to Do

Reactor_Configuration.p
locatio

B Recipe

pyinstaller --noconsole rConfighpp

tor._Configuration.py

\ReactorConf igApp\ReactorConfi

You do NOT need to change your code if your paths are already

Just use the above steps for a fast, non-console £

et me know if you want a file for custom data folder bundling or further help!

VAML €8 Signed out



v @ KofkaRemote ConsumerSetup X [@ ZeroTier Central - Networks X+

€ c

5 myazerotier.com

n APl unt Networks  Logout

Download Documentat

ZEROTIER

Create A Network

Your Networks SEARCH

Networks: 1 /3
Included Devices: 3 / 10

RK 1D RIPTION JBNET NOE CREATE

dbeasssfedczedel  jrdarbari995 o2

Upgrade to Essential to add more
networks or devices.

Essential includes unlimited
networks, admins, SSO seats,
custom routes, and 10 free devices.
Additional devices are billed at
$2/month.

Upgrade to Essential

v ® Kafka Remote ConsumerSetup X [@) ZeroTier Central - Networks -< X+

<« C % myzerotier.com/network/db64858fedc2ede

Download Documentation APl Community Account Networks Logou

ZEROTIER

€ Networks

H Network ID: Included Devices: 3 / 10
_]rdarbar1995 ¥ (Goeasssredcacder ) Upgrade to Essential for more devices and unlimited Upgrade to Essential
networks/admins/sso

¥ Members

ACTIVITY

2 colmns i ORZATIO A Reset Filters
3 total members e .- \ ;
3 filtered members uthorized O (3)  Inactive O (1)
Not authorized O (0)  Active O (2)

Refresh

[J Edit Auth AddressA  Name/Desc Managed IPs LastSeen Version Physical IP

0o = ffz_)u:ff”e‘ 192.168.194.178 52 minutes 1.14.8  2401:4900:5555: 1b4:1cba:dcFF: Fed1:cef7
O = f‘,‘?szngfh 192.168.194.36 1minute 1.14.2 2401:4900:5555:c1b4:ccdd:baal:asa:83al
0o = Easasaez 102.168.194.100 1 minute  1.14.2  122.179.136.231
E-Mail Join Instructions Manually Add Member
@example.com
Invite Add New Member

Use old members list

> Members Help

v Settings

On Both PCs:

o Katka and Zookeeper installed (PC1: Broker, PC2: Client/Consumer)

e Java JDK installed
o Kafka configured and tested locally
e ZeroTier One installed

@8 PC1 (Kafka Broker) — Configuration Steps



1. Install & Join ZeroTier Network

e Install ZeroTier One

e Launch the app — copy the Node ID

e (o to https://my.zerotier.com — Create an account

e Create a new network

e Add PCI’s Node ID to the network — click “Authorize”

e Take note of the Managed IP address (e.g., 10.147.20.2)

2. Configure server .properties

Edit Kafka’s config file:

properties

CopyEdit

# Path: kafka/config/server.properties
advertised.listeners=PLAINTEXT://10.147.20.2:9092
listeners=PLAINTEXT://0.0.0.0:9092

3. Restart Kafka & Zookeeper

bash

CopyEdit

zookeeper-server-start.bat ..\..\config\zookeeper.properties
kafka-server-start.bat ..\..\config\server.properties

@8 PC2 (Kafka Consumer or Client) — Configuration
Steps

1. Install & Join Same ZeroTier Network

o Install ZeroTier One

¢ Join the same network ID

o Authorize PC2 from ZeroTier dashboard

e Note its Managed IP (e.g., 10.147.20.3)

2. Test ZeroTier Connection

From PC2, run:

bash
CopyEdit
ping 10.147.20.2

If response comes, ZeroTier is working.

3. Run Kafka Console Consumer

bash



CopyEdit

cd /d C:\kafka 2.13-3.6.1\bin\windows

kafka-console-consumer.bat --bootstrap-server 10.147.20.2:9092 --topic
your-topic-name --from-beginning

If you're using SSL:

bash

CopyEdit

kafka-console-consumer.bat --bootstrap-server 10.147.20.2:9093 --topic
your-topic-name --consumer.config config
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