
✅ Node-RED + PLC + HiveMQ + Kafka Integration: 
Full Setup Guide 


�������� Prerequisites (Software Needed) 

1. Node-RED 
o Installed via npm: npm install -g --unsafe-perm node-red 

2. MQTT Broker 
o Use HiveMQ Cloud  
o For HiveMQ Cloud: Create an account → get broker URL, port, 

username/password 
3. PLC Software / Ethernet-IP 

o PLC must support Ethernet/IP (e.g., Allen Bradley CompactLogix) 
o IP address of PLC must be known (e.g., 192.168.1.60) 

4. Optional: Kafka 
o Local or remote Kafka broker running on port (e.g., 9092) 
o Ensure kafka-console-producer and kafka-console-consumer are 

working 

 


����� 
���� Step-by-Step Instructions 

2⃣ Install Node-RED 

Open terminal or CMD: 

bash 
CopyEdit 
npm install -g --unsafe-perm node-red 

3⃣ Start Node-RED 

bash 
CopyEdit 
node-red 

• Open browser: http://127.0.0.1:1880 

 


����� Configure Nodes in Node-RED (Based on your screenshots) 


����� [1] ETH-IP Node (PLC) 

• Add eth-ip in node (Install from "Manage Palette" if not available) 
• Set PLC IP: 192.168.1.60 
• Mode: All Tags 



• Tags: 

css 
CopyEdit 
Date_Time[0] to Date_Time[5] (all type DINT) 


�������� [2] Delay Node 

• Set to limit to 1 message/minute to avoid flooding: 
o Mode: Rate Limit 
o Messages: 1 msg/min 


������������ [3] Function Node (Optional for transformation) 

Example function code: 

js 
CopyEdit 
msg.payload = { 
    tag0: msg.payload["Date_Time[0]"], 
    tag1: msg.payload["Date_Time[1]"], 
    tag2: msg.payload["Date_Time[2]"] 
}; 
return msg; 


���� [4] MQTT Out Node (to HiveMQ) 

• Server: Create new → set broker like broker.hivemq.com or HiveMQ Cloud 
• Topic: PLC 
• QoS: 1 (recommended) 

 


��� HiveMQ Cloud Setup 

If using HiveMQ Cloud: 

1. Register: https://www.hivemq.com/cloud/ 
2. Create a broker instance 
3. Note: 

o Host URL 
o Port (e.g., 8883 for TLS) 
o Username/password 

 

� Kafka Integration (Optional) 

• Add Kafka Producer node from palette manager 
• Server: localhost:9092 or actual Kafka server IP 
• Topic: plc-data 



 


��������� How to Install Missing Nodes 

1. Click top-right menu ≡ → Manage Palette 
2. Go to Install tab 

o Search: 
 node-red-contrib-eth-ip for PLC 
 node-red-contrib-mqtt-broker 
 node-red-contrib-kafka 

 


���� Testing 

• Deploy the flow 
• View Debug output (right panel) 
• Confirm PLC values flow to MQTT → Kafka or HiveMQ 

 

✅ Summary 

Task Tool or Config 
Node-RED Platform node-red 
PLC Comm (ETH/IP) eth-ip in node with IP 192.168.1.60 
Rate Limiting delay node - 1 msg/min 
MQTT Publishing mqtt out node with HiveMQ topic PLC 
Optional Kafka Push Kafka Producer Node 
HiveMQ Dashboard Shows MQTT messages live 
. 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 

kafka_2.13-3.6.1.tgz   software want in both pc server and client 

PC1 (Kafka Server) Software 

- Java 17 (e.g., Temurin) 

- Apache Kafka 2.13-3.6.1 (Windows) 

- ZeroTier One (Windows) 

- Zookeeper (comes with Kafka) 

- Kafka UI (optional: kafka-ui-api-v0.7.2.jar) 

PC1 Setup 

1. Install all software 

2. Join ZeroTier network and approve device in https://my.zerotier.com 

3. Get IP using: zerotier-cli listnetworks 

4. Modify server.properties: 

   broker.id=0 

   listeners=PLAINTEXT://0.0.0.0:9092 

   advertised.listeners=PLAINTEXT://<ZT_IP>:9092 

   zookeeper.connect=localhost:2181 

5. Start Kafka: 

   zookeeper-server-start.bat ../../config/zookeeper.properties 

   kafka-server-start.bat ../../config/server.properties 



6. Create topic: 

   kafka-topics.bat --create --topic PLC --bootstrap-server localhost:9092 --partitions 1 --replication-
factor 1 

 

 

 

Folder look like this 

 

PC2 (Kafka Client) Software 

- Java 17 

- Apache Kafka 2.13-3.6.1 

- ZeroTier One 



PC2 Setup 

1. Install software 

2. Join same ZeroTier network and approve device 

3. Confirm IP with: zerotier-cli listnetworks 

4. Test: 

   telnet <PC1_ZT_IP> 9092 

5. Start consumer: 

cd /d F:\kafka_2.13-3.6.1\bin\windows 

kafka-console-consumer.bat --bootstrap-server 192.168.194.109:9092 --topic PLC --from-beginning 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



cd /d F:\kafka_2.13-3.6.1\bin\windowszookeeper-server-start.bat ..\..\config\zookeeper.properties 

 

 

cd /d F:\kafka_2.13-3.6.1\bin\windows 

kafka-server-start.bat ..\..\config\server.properties 

 

 



 

 

 



 

 

 



 

 

 

On Both PCs: 

• Kafka and Zookeeper installed (PC1: Broker, PC2: Client/Consumer) 
• Java JDK installed 
• Kafka configured and tested locally 
• ZeroTier One installed 

 


���� PC1 (Kafka Broker) – Configuration Steps 



1. Install & Join ZeroTier Network 

• Install ZeroTier One 
• Launch the app → copy the Node ID 
• Go to https://my.zerotier.com → Create an account 
• Create a new network 
• Add PC1’s Node ID to the network → click “Authorize” 
• Take note of the Managed IP address (e.g., 10.147.20.2) 

2. Configure server.properties 

Edit Kafka’s config file: 

properties 
CopyEdit 
# Path: kafka/config/server.properties 
advertised.listeners=PLAINTEXT://10.147.20.2:9092 
listeners=PLAINTEXT://0.0.0.0:9092 

3. Restart Kafka & Zookeeper 

bash 
CopyEdit 
zookeeper-server-start.bat ..\..\config\zookeeper.properties 
kafka-server-start.bat ..\..\config\server.properties 

 


���� PC2 (Kafka Consumer or Client) – Configuration 
Steps 

1. Install & Join Same ZeroTier Network 

• Install ZeroTier One 
• Join the same network ID 
• Authorize PC2 from ZeroTier dashboard 
• Note its Managed IP (e.g., 10.147.20.3) 

2. Test ZeroTier Connection 

From PC2, run: 

bash 
CopyEdit 
ping 10.147.20.2 

If response comes, ZeroTier is working. 

3. Run Kafka Console Consumer 

bash 



CopyEdit 
cd /d C:\kafka_2.13-3.6.1\bin\windows 
kafka-console-consumer.bat --bootstrap-server 10.147.20.2:9092 --topic 
your-topic-name --from-beginning 

If you're using SSL: 

bash 
CopyEdit 
kafka-console-consumer.bat --bootstrap-server 10.147.20.2:9093 --topic 
your-topic-name --consumer.config config 
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